Paccmorpeno Y1eepkaeHo npukaszom ot 29.09.2014 Ne 33

HA COBELIAHHH NPH JMpEKTOpe aupexktop MKOY OOILLI Ne 4

npotokoa Ne 5 or 29.09.2014 O.I.hrpamkuna é% y

HucTpykuns

no obecne4eHHI0 6e30MaACHOCTH nepcoHAJAbHBIX JAHHBIX

1. O6mmHe nonoxkeHHs

1.1.

1.3

1.4.

Hactosmas Huctpykums paspaGorana B cooTBeTcTBHH o CT. 19 ®enepanbHoro 3akona PO ot
27.07.2006 r. Ne 152-®3 «O nepcoHanbHeIX AaHHBIX», Ha OCHOBaHHH De/iepanbHOro 3akoxa PO
ot 27.07.2007 r. Ne 149-®3 «O6 uupopmaunu, HHPOPMAUHOHHBIX TEXHOJIOTHAX H O 3alHUTE
undopmauun», [Nocranosnenus [Npasurensctsa PO or 17.01.2007 r. Ne 781 «O6 yTBepKACHHH
nonoxeHus 06 obecnedeHHH GE30MAacCHOCTH NEPCOHAIBHBIX JaHHEIX NpH KX obpaboTke B
HHPOPMAIIHOHHBIX CHCTEMAaX NEepCOHANbHBIX JaHHbIX», [Ipukasa denepanbHOH CIyXOBI MO
TEXHHYECKOMY H OJKCNOpTHOMY KoHTpomo (®CTIK Poccun) ®DenepanbHoit CiykObl
Ge3onacHocTH P® (PCB Poccun) MuuHcTepeTBa MHGOPMALIHOHHBIX TEXHONOTHHA H CBA3H PO
(Munundopmceasu Poccun) ot 13.02.2008 r. Ne 55/86/20 «O6 yrsepxaenud [lopsaxa
MPOBENEHHA KIACCHPHKALMH MHPOPMALMOHHBIX CHCTEM MEPCOHANbHBIX AaHHBIX», ITHcbMa
®eepanbHOro arenTcTea no obpasosanuio Ne ®AO-6748/52/17-02-09/72 «O6 obecneueHHH
6€30MacHOCTH MEpPCOHANBHBIX AaHHBIX» [lonoxeHns o pabore ¢ NEpCOHANBHBIMH JaHHBIMH
paGOTHHKOB H y4alHXCA.

Jlns  obecneyenus 6e€30MacHOCTH MEPCOHANBHBIX JAHHBIX  HEOOXOAMMO  HCKIIOUMTE
HECAHKLIHOHWPOBAHHbLIH, B TOM WYMC/Je Cly4yalHbIH, NOCTYNn K MNEPCOHANBHBIM JaHHBIM,
pe3yETATOM KOTOPOrO MOXET CTaTh YHHUTOKEHHE, HIMEHEeHHe, BJI0KHpOBaHHe, KOMIHPOBaHHE,
pacrpoCTpaHeHHe NEPCOHABHBIX JaHHBIX, @ TAKXKE HHbIE HECAHKIIMOHHPOBAHHbIE NCHCTBHA.

Cpenctsa 3alMThl WHGOpMALMH, NpPEAHA3HAYCHHBIE s obecneyenus Oe3onacHocTH
MepCcOHANbHBIX JAHHBIX NPH HX 06paboTke B HH(OPMALMOHHBIX CHCTEMaX, NOANEKAT YHeTy ¢
MCIOIb30BAHMEM HHAEKCOB HIIH YCJIOBHBIX HAUMEHOBAHHH H PErHCTPALIHOHHBIX HOMEPOB.

OTBeTCTBEHHOCTH 32 6e3onacHoCThb NMEepCOHANBHBIX JAHHBIX BO3JIaraeTca Ha JiHl, JOMYHIEHHBIX



K WX obpaboTke.

2. OGecneyenne 6e30NACHOCTH nepea HA4aN0M 06pPAGOTKH NEPCOHANLHBIX AAHHBIX

2.1. Ilepen wauanom 06paboTKH nepcoHaNbHBIX JI@HHBIX HEOOXOJAMMO M3YYHTh HACTOAULYHO

Huctpykumio.

2.2. Tlepen Hauanom o6paboTKH NEPCOHANBHBIX JAHHBIX HCOGXOAMMO YOEIUTHCA B TOM, UTO:

CpEeACTBA 3alUMTBI MNEPCOHAJIBHBIX [AAHHBIX COOTBETCTBYIOT Kiaccy HH(bOpMﬂH.HOHHOﬁ

CHCTEMBI,

B MNOMCIUCHHH, B KOTOpPOM BeIeTCH paGo-ra C nepcoHalbHbIMH JaHHLIMH, OTCYTCTBYIOT
NMOCTOPOHHHE JIHLIA,

HOCHTE/IH MEPCOHANBHBIX JAHHLIX HE MOBPEKACHDI,

K NMEPCOHAJIbHBIM 1JaHHBIM He Onin OCYIIECTBJIEH HCC&HKHHOHHPOBaHHHﬁ JOCTYTI;
NEPCOHANBHLIE JAHHBIC HE MMOBPEXK/IEHbI;

TEXHHYECKHE CpeacTaa amoua‘maupoaannoﬁ oﬁpaﬁmxu H 3allHThl NEepCOHAJIBHBIX JaHHBIX

HaXoJATCA B HCIIPABHOM COCTOSHHH.

3. O6ecneuyenne Ge30nacHOCTH BO BpeMsi 06paboTKH NepcoHAIbHBIX AaHHBIX

3.1.

Bo BpeMms 06paboTkH nepcoHaNbHbIX JaHHBIX He0OX0AWMO 06€ECnEYHTS:

HE/IONYIIEHHs BO3JEHCTBMA HAa TEXHHYECKHE CpPEeJCTBAa aBTOMaTH3MpPOBaHHOH 00paboTKH
NepPCOHANBHBIX JAHHBIX, CNOCOOHOr0 HApYIIHTL HX QYHKLIHOHHPOBAHHE,

HEJONYIIEHHE HAXO0XKAEHHA B MOMEINIEHWH, B KOTOpOM BeleTca paboTa ¢ nepcoHalbHLIMH
JIAHHBIMH, MOCTOPOHHHX JIHIL;

MOCTOAHHBLIH KOHTPOJIb 3a COONIOJIEHHEM YCIOBHH HCMO/NB30BAaHHA CPEICTB  3alilMThi
UHGOPMALIMH, NPELYCMOTPEHHBIX IKCILUTYAaTALMOHHON M TEXHHYECKOH JOKyMEeHTaLuel;
HeIoNyllleHHe HECAHKLIHOHHPOBAHHOIO I0CTYNA K MEPCOHaNbHBIM 1aHHbIM;

KOHd)HRCHllHaHBHOCTb nepcoHalibHbIX HaHHbIX.

4. O6ecneyerHe 6e30NACHOCTH B YKCTPEMAJIbHBIX CHTYalIHAX

4.1.

4.2.

[lpn  MOOMOHKALMH HMIH  YHHYTOKEHWS MEPCOHANbHBIX  JAHHBIX,  BC/IEACTBHE
HECAHKLIMOHHPOBAHHOTO J0CTYNa K HMM HeobXoauMo 06ecneduTs BO3MOXKHOCTL MX
He3aMe UTHTEIbHOrO BOCCTAHOBJIEHHS.

ﬂpu HapylleHHH nopaaKa rMpeaoCTaBICHUA MNEPCOHAIBHBIX [AaHHBIX TMOJIb30BaATEIAM



44.

4.5.

HHOOPMAUHOHHOH CHCTEMbI HEOOX0MMO IPHOCTAHOBHTH HX MPEAOCTaB/ICHHE.

Ipu 06Hapy)eHHH HECAHKLIMOHHPOBAHHOTO JIOCTYNA K EPCOHANBHBIM AaHHBIM HEOOX0AMMO
HEMEJUIEHHO NpepBaTh ITOT AOCTYI.

B cnyuae Hecobmoaenus ycnoBuii xpaHeHMs HOCHMTeNeH nepcoHaNbHBIX JAHHBIX,
MCIMONb30BAHUA CPEACTB 3AIUMTH WHPOPMALIMH, KOTOPLIE MOTYT MPHUBECTH K HapyLICHHIO
KOH(HAEHIMANBHOCTH NEPCOHANBHBIX JAHHBIX WM JPYrHM HapyUICHHAM, NMPHBOAALLIMM K
CHMXXCHHIO YPOBHS 3allMIIEHHOCTH MEPCOHANBHBIX [aHHBIX HEOOXOIMMO MPOU3BECTH
pa3bUpaTenbCTBO M COCTABIIEHHE 3aK/TIOYeHHH Mo 1aHHbLIM (akTaM, pa3paboTKy ¥ NPUHATHE
Mep 10 NPEJOTBPAIIEHHIO BOIMOKHBIX ONAcHbIX 10C/IEJCTBHH M0A0OHBIX HapylLEeHHH.

060 Bcex IKCTpeMasbHBIX CHTYalUMsX HeoOX0JMMO HEMEUIEHHO MNOCTaBHTh B H3BECTHOCTD

AMpeKTOpa 06pa30BaTeILHOO YUpEk/IEHHS H IPOH3BECTH pa3bupaTeibCTBo.

5. OGecneyenne GesonacHOCTH NpH 3aBepuieHHH 06pabOTKH NEPCOHANLHBIX JAHHBIX

5.1. [llocne 3aBepiuenus ceaHca 06paboTKH NEpcoOHaNbHbIX AaHHbIX HeoOXx0AuMOo 00ecneytTh:

® HCKJIHYEeHHe BO3MOXHOCTH HECAHKLIHOHHPOBAHHOIO NMPOHHKHOBEHHA HJIH HaxoXJIE€HHA B

MOMEIIEHHH, B KOTOpPOM pasMeELICHbI HHd)OpMBuHOHHHC CHCTEMBI H BEAETCA paﬁdra C

NepCoOHaIbHbIMH JaHHbBIMH,

e paboTocnocoGHOCTE CPEICTB 3alHThl HHGOPMALKMH, QYHKUHOHHPYIOLWMX MPH OTCYTCTBHH

NHLL, JONYIIEHHBIX K 00paboTKe nepcoHaibHbIX AaHHbIX;

e (huKcalMIO BCEX CYYaeB HapyUIEHHs JaHHOH HHCTPYKIHMH B XKypHane.

6. 3aka4YHTEbHbIE M0JIOKEHH

6.1.

6.1.

[MpoBepka H MepecMOTP HACTOALUEH HHCTPYKLHH OCYIIECTBASIOTCS B CASAYIOMMX ClIyHasX:
MPH NEPECMOTPE MEXKOTPACIEBBIX M OTPAC/IEBbIX TpeboBanui obecneyeHus Ge30MacHOCTH
NepCoOHaNbHBIX AaHHbIX;

NP BHEAPEHUH HOBOH TEXHHKH H (HJIH) TEXHOJIOIHH;

M0 pe3yibTaTaM aHalW3a MAaTepHaloB  pacciefoBaHHs HapylleHHH TpeboBaHuii
3akoHOJaTeNbCTBa 06 obecneyeHHH 6€30MacHOCTH NEPCOHANbHBIX JaHHBIX;

1o TpefoBaHHIO NMpeCTaBHTeNIEH ®enepanbHOi cryx0b1 6€30MaCHOCTH.

OTBETCTBEHHOCTD 32 CBOEBPEMEHHYIO KOPPEKTHPOBKY HACTOsLIEH WHCTPYKUHH BO3/laracTcs

Ha PYKOBOAMTEA 06pa30BaTeIbHONO Y4PEeXKICHHS.



